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It isimportant topoint out early on tha thereis likely no singe* one-size-fits-al”
open source policy; each company will likely have somewhat different answers for the
most common open source-related questions. Each company’ s diginct business plan and
licensing mode (and possibly the company’s level of aversion to uncertainty and risks)
will dictate the appropriate reponse for that company to each of these common open
source iSsues.

The most important thingyou can do isto gart this exercise of creating an open
source policy istothink through carefully some of the common O SS issues or scenarios
that will arise and determinein advance- in awe | reasoned f ashion- how y our company
should address or respondto these issues or scenarios. By way of example, if adeveloper
requests permission to download and incorporate source code governed by the GPL into
company products, how wouldyou repond? How would your reponse differ if the code
were governed by the BSD license? What if the request was for permission merely to
download and install open source gpplications for use within the company? What if the
request was for an employeeto release one of your products in source code form under an
open source license?

Why Every Company Needsan Open Source Policy:

Thereis acommon misconception tha gpen source softwareis “ freg’ in many
senses of that word, includingthat it is free of legd restriction and free of any risk or
liability. Infact, unfettered use of open source software by your employ ees could
obligate your company to shareitsintelectua property in unplanned way's (or risk an
injunction if it fails to do so) and might subject y our company to an increased risk of
third party infringement claims. M oreover, your employ ees might becomeinvolved in
open source “ community” projects in way sthat might result in the unintended sharing of
your company intellectua property or theimpragper introduction of third party intellectua
property intoyour products. Implementing an open source policy is crucial to insure
these mights” and coulds” do not occur without an express determination that they will
not harm your comparny business model.

The* unplanned sharing” scenarios mentioned above could result fromthe
outbound licensing conditions or requirements that come into play when a developer
incorporates GPL or ather similar “ Copyleft”* code into acompany product. By

Lu Copyleft says that anyone who redistributes the software, with or without changes, must pass adong the
freedom to further copy and changeit.... [A Copyleft license] gives everyone the rights to use, modify, and
redistribute the program's code or any program derived from it but only if the distribution terms are
unchanged.... Copyléeft is agenerd concept; there are many ways to fill in the detals.” See

http://mww. gnu.orglli censes/li censes. html#W hat| sCopy! eft




incorporating GPL code into one of its products, your company would likely be required
to release source code and grant broad IP licenses to the larger work it creates. The GPL
does, after dl, condition its license grants on the licensee making the same grants with
respect to the larger work it crestes. These“reciproca” grants (and access to the
product’s source code) could be inconsistent withyour company’s existing or planned
outbound licensing reg me (for instance a business model that generates si gnifi cant
revenue from the sa e of end user licenses for the particular product).

The patentia for increasein third party infringement claims relates to concerns
about open source“pedigee.” Code of unknown or dubious pedigree can transmit with it
risks of third party intellectud property clams. You will likely want to consider whether
the open source code y our employ ees want to use waswritten under the same type of
circumstances and with the same level of legal supervision you require within your
company. Inparticular, you would likely want to consider whether the various
contributorsto aparticular open source project might have day jobs a companies where
they work on related technologies and ar e subject to employ ment agreements that
effectively dictatethat the” contributions” being made to the open sourceproject are
actudly owned by theemployer. Becauseintellectua property clams are not dependent
on intent or knowledge, your company would be an infringer if unauthorized third party
intellectua property were transmitted in the gpen source code.

There areanumber of other issues rdaingto theinteraction between your
employ ees and the open source “ community” including risks that y our employ ees are
inadvertently gvingaway vauable company intelectua property or bringingback in
infringngthird party intellectua property when they interact with the community.

Factorsto Congder When Drafting Your Company Policy:

The range of responses various companies might have to these issues set out
above results from the fact that theintelectua property issuespresented can look
surprisingy different viewed through the lenses of each individua company’s business
plan and licensing modd. In other words, while one company might care greatly that
incorporation of GPL code into one of itsproductswould require company to makethe
source codeto the entire product available (and grant broad IP licenses to that ertire
product), anather company might be willingto live with these conditions imposed by the
GPL. Whether thisis the case depends primarily on the extent to which the company
derives revenue from licensing its produds for afeeto users. Although the GPL does not
rule out the collection of afeein connection with the distribution of awork, it does rule
out chargng alicensefee. M oreover, the broad IP license grants in the GPL (as well as
the requirement of providing source code) effectively destroy the ability of acompany to
prevent athers from obtaining, reproducing and redistributingthe GPL work to others
without payingthelicensingfee (in fact the GPL is intended to encourage such
redistribution).

Even within acompany there could be vari ed approaches depending on the
particular circumstances and the particular product. A company might have one set of



rules for incorporation of open source code into so-caled “ core” software assets where
intellectua property licenses generate significant revenues but different rules for non-
core software assets (where the compary might not extract much in theway of licensing
revenues).

Asaprdiminary step to formulatingyour company’s goen source software
policy, you should firg consider your comparny business model, specifically your
outbound licensing plans for softwareproducts. You should consider which productsthe
company licenses for afeeto end users, how significantly those license fees contribute to
the company’s bottom line and whether reducingthose licensing revenues (alikely result
if the products must be released under GPL terms) will significantly impact the company
business plan.

If your company generates revenue primarily through consulting or services work
or the sde of hardware and your business plan does not include future plans to generate
revenues from licensing software, then you might not be averseto including GPL codein
company products (and thus broadly licensingyour IP on aroydty free basis), because
you might not seeareduction in revenues. In fact, there may be situations where gving
away software and associated | P (and making it avail able in source code form) might
drive services revenues or sales of collaterd company hardware or software produds,
resultingin an overall increase in revenues.

On the other hand, if your company revenues are generated by both
services/consultingwork and software licensing fees, you will need to consider the
paentid implications on licensing revenues of particular products, paticularly those
“core’ productsthat account for high percentages of softwarelicensingrevenues. If your
company revenues are generated primarily by software license f ees, you will likely want
to be more conservative, carefully scrutinizing each proposed instance of open source use
to make surethat the significant revenues from li censing fees are not jeopardized.

Some Specific Scenariosto Cond der:

In draftingy our company’s gpen sourcepolicy, you will want to consider arange
of patentia scenarios that developers may bringto you. Obviously one of the most
important scenarios for you to consider is the onein which your developers ask to include
open source code in acompany product. But you will also want to consider whether or
when (&) company code should be released under an open source license, (b) employ ees
should be dlowed to participatein externa “ community” projects and (C) y our compary
will set up externa community projects for itsproduds, including taking back in
community contributions.

Depending on your company business and licensing models, you might ultimately
make the decision to dlow developers to include open source codeinto aparticular
company product. But gven thefact specific nature of each inquiry, the complexity of
open source licenses and the unsettled questions concerningwhat product architectures
mi ght require compliance with certain open source license provisions, you will likely



want to have apolicy that requires gpprova of each specific instance where open source
codeis incorporated in acompany product.

For example, depending on the open source license it might mak e adiff erence if
theemployee (a) cuts and pastesthe code into company produad (b) gaticdly linksto the
codeor (c) dynamicdly links to the code. And, your developers might interpret an open
source license quite differently from how you would as legal counsel. Overdl then, it
mi ght make sense to have apolicy that requires gpprova prior to any incorporaion of
open source code into acompany product, with each specific request being reviewed by
an appropriate legd or business decision maker.

The person or persons regponsible for reviewing requests for permission to
incorporate open source code should be guided by amuch more detail ed policy
document. This document should reflect the company’s own businessplan and should
point out acceptable and unacceptable requests. For instance, one company might decide
that its reliance on end user licensing of its products cuts against using any “ Copy left”
code, but that with appropriate review it can get comfortabl e with “pedigree’ risks from
non-copy left code. Another company, while generdly restrictingincorporation of GPL
licensed code might alow incorporation of code licensed under the Common Public
License (CPL) or M ozillaPublic License (M PL) if certain product architecture
requirements are met (i.e., files or modul es are segregated). In the end, this detailed
policy document should reflect what you think each open source license means (when it
comes into play, wha it requires youto do, etc.), wha productsyour conmpany needsto
continue licensing for afee as well as how you fed about patentid pedigree issues with
open source code.

In addition to addressing open source code “ incorporation” as discussed above,
you might want to include in your gpen source policy your company policy for interna
use of open source produds. There areanumber of useful deveopment tools released
under open source licenses that your developers may want or need to usein developing
your products. Thevag mgority of thesetools are used only in the development process
and they in no way areincorporated into the shipping product.2 Your policy can either
explain that tools may be used without limitation provided they are not in wholeor in part
incorporated into acompany produd, or set out an gpproved list of toolsthat y ou have
confirmed do not cause codeto beincorporated into the produd under development.

You will also want to make surethat your policy addresses whether and when
employ ees may release company code under an open source license. M any developers
are actively involved in open source projects outside of work and may nat understandthe

2 A tool caled Bisonis onesuch exception. See http://www.gnu.org/licenses/gpl-fag.html ¢ Some
programs copy parts of themsdves into the output for technica reasons--for example, Bison copies a
standard parser program into its output file. In such cases, the copied text inthe output is covered by the
same license that covers it in thesource code. Meanwhile, the part of the output which isderived from the
program's input inheritsthe copyright status of the input. Asit hgppens, Bison can aso be used to devel op
non-free programs. Thisis because we decided to explicitly permit the use of the Bison standard parser
program in Bison output files without restriction. We made the decision because there were other tools
comparabl e to Bison which dready permitted use for non-free programs.”)




implications of releasingcompany code under an open sourcelicense. If the code
includes valuabl e company intellectuad property, the company may lose acompetitive
advantagein the mark etplace, since release under most open source licenses would result
inthe grant of broad licenses to this intelectua property. Again, the specific instances
where acompany might want to prohibit or dlow the release of certain of its code under
an open source license will vary from company to comparny, but each instance should be
reviewed by an apprapriate legd or business decision maker (namely one who has asolid
understanding of the company intellectuad property policy and its licensing plans).

Whether you know it or nat, your developers are likely involved in various
“community” projects and activities. Community is abroad term used to refer to
newsgroups, Sourcefor ge-like sites and other areas where developers “ gather” and
collectively work on building code or solving more general problems. You should
consider whether these activities might expose your company to risks. For instance, if
you have aproduct that you licenseto end users, y ou probably wart to resrict how your
developers who work on tha product get involved in community projectsthat reaeto
the same or similar functionality. If you impose no such restrictions, your developers
might wind up contributing valuable trade secrets, copyrights or paentstothe
community project. Althoughyou may want your employeesto beinvolved in certain
aspects of the community, you likely do not want them to contribute al of the know how
and other intelectua property that makes your produd superior tothe similar open
source product. In addition, your developers might bring something back from the
community and incorporateit into one of your products and, as discussed above, not
redizetheimplications of doingthis. Dependingon your specific situation, you will
likely want your gpen sourcepolicy to explain the possiblerisks of paticipatingin
community projects, whether or not on company time, and a a mini mum require
gpprova for involvement in projects involving functiondity that issimilar to what the
employ ee develops at your comparny .

A fina areathat you should consider addressing in y our open source policy
concerns when or whether your company will set up or “sponsor” community projects
and what your company will do with the fruits of such aproject. While acommunity
project might seem like an obvious choice for one or more of your company produds (to
harness free developer resources), there are anumber of risks and administrative burdens
you should consider before y ou undertake such aproject. For indance, just asthereare
patentia pedigree concerns with code y our developers download from the internet, there
are such concerns with code added in acommunity process. You would want to get some
sense of who your cortributors are, confirm they haveintelectua property rightsin the
contribution sufficient to alow youto incorporateit intoyour company product (the Free
Software Foundation in fact does just this) and possibly have them assign ther rightsin
such contributions to ease future administrative burdens.

Your Corporate Open Source Policy as Part of a Larger OSS Compliance Plan:
Drafting acorporate open source policy is only the garting point for what should
be alarger open source compliance plan. The diagram below briefly outlines the



additiona componentsy ou should consider, including a corporate training plan, an
exceptions gpprova process and various tools to check for and track open source usage,
as well as compliance with any open source license terms.

Draft and implement corporate OSS policy that reflects conpany business model(s),
IP strategy and potential exit strategies. OSSpolicyshould get prominent placement
in employee handbo ok, in new employee orientation and on company intranet.
Obfain senior exe cutive endorsement and promotion of OSS policy.

OSS policy should be given high priority in training and education. Corporate studies
demonstrate that frontline devel oper sdo not fully understand the IP implications of
Corporate 0SS ‘ using third party code (ncluding OSS code). Training should be given on regular
Poli Traini basis due to turnoveramong developers and should includeoverview of policy with
olicy lraining S ) h P
real world examples of application and explanation of required approvals for deviation
frompolicy.

Develop mechanismto route OSS requests to appropriate businessorlegal decison
meker to insure expedient, proper and consistent resolution of OSS issues. Consider
whether you want a centralize d decision maker or numer ous de cision makers spread
across business units.

Deploy appropiiate source code administration toolsto track approved OSS, trigger
appropriate followup toinsure compliance with OSS license terms and detect
instances where OSS has been used without approval (early build proce ss detection).

Pre-release scan of entire product for OSS and d ouble-checking of ap proved OSS to
insure compliance with OSSlicense terms. This tool should also be used to perform
a pre-closing scan of source code in potential acquisitions.




