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Complex Open Source Software (OSS) issues can arisein the context of any inbound
technology transaction, including acquisitions of entire companies, asset acquisitions and
work for hiretransactions. Thepresence of OSS in such transactions may raise
significant copy right infringement issues and impact the purchaser’ s vauations of code,
intellectua property assds and employees that the target entity wouldtransfer. This
paper outlines theissues and associated risks tha can arise in atransaction wherethe
purchaser learns of the presence of OSS (or other third party copyrighted code) in the
target’s assets. After introducing these issues, the pgoer offers some suggestions for
streamlining the mer gers and acquisitions dili gence process to more effectively identify
and resolve potentid OSSissues early in the deal process.

|. Assessing Issues and Potentia Risks

There are several distinct OSSrelated issues that should be considered in any inbound
transaction involvingthe transfer of software by athird party 1 Themost important issue
relates to the broad intellectual property grants included in so-called “ copyleft” or
“reciproca” OSSlicenses and issues that might arise if the purchaser wereto distribute
code governed by such alicense. Another important issue relates to genera concerns
about the orign or “ pedigre€’ of OSS code (whether released under a copy left license or
amore benign BSD-style license) and whether the purchaser is willingto take on these
risks and continue shippingthe code at issue. 2

Copyl ft or Reciprocal License| ssues

Depending on the purchaser’ s business and licensing model, there may be significant
issues relatingto so-cd led “ copy left” or “reciproca” licensed codethat is included
withinthetarget’s code base. Thesetypes of licenses require, as a condition of the
license grant, developers who incorporate and distribute code covered by such licenses to
gant: (1) broad access to code (in source code form); and (2) broad intell ectua property
licensesto dl or part of the resultingwork that the developer makes with the copy left
licensed software, dlowingrecipients to make and distribute unlimited copies.

When people say that copyleft licenses are” vird” they arereferring (in asomewhat
exaggerated fashion) to the requirement that copyleft licenses “ impart” the copyleft
licenseterms to other code that is combined with the copyleft code. Theterm * vird”

! Purchasers should aso be on the lookout for other restri ctive conditions in a source code license (whether
the license quaifi es as* open source’ or not) that place limits on use or distribution (examples incdude
“non-commercid use only” or“ research use only”) and accordingly might be inconsi stent with the
intended business and licensing modd for the code.

2 In additionto copyleft and pedigree issues, purchasers may dso want to consider so-cdled “ patent peece’
clauses in certain OSS licenses. T hese dauses attempt to discourage assartion of patents, by terminating
patent rights granted under the OSS license in the event a licensee asserts certain cat egories of paents.
Depending on the size and breadth of their patent portfolio, purchasers may want to avoid using codetha is
licensed contingent upon not asserting same or dl of their patents.



may beabit of an overstatement because the copyleft code does not “ infect” or “taint”
other code merely by being combined with such code. Instead, if such acombinationis
made, the copy left license reguires the developer to license his other code under the
copy left license terms as a condition to using the copy left code. If the developer fails to
license his own code under copy left terms, the developer has no right to use the copy left
code and could be sued for copyright infringement. The Genera Public License (GPL),
Lesser Genera Public License (LGPL), M azillaPublic License (M PL) and Common
Public License (CPL) are examples of commonly used copy/left licenses, but there are
severd others as well.

Copy l€ft licenseterms may be inconsistent withthepurchaser’s sales and licensing
modes, particularly where the purchaser has a“per seat” or “per user” licensing model
(or for that matter any licensing mode that restricts licensees from making additiona
copies of the software). Accordingly, such copyleft code, if acquired or licensed in,
cannot redlistically be distributed by thepurchaser or combined in certain way s with the
purchaser’s existing products. In situationswhere copy left codeis located in an
acquisition target, purchasers need to develop aplan to have the copyleft code removed,
preferably prior to closing the ded.

Pedigree | sues

The second and more subtle OSSissueis related to the “pedigree” of OSS code.® Even if
the OSS code is not governed by copy left licenseterms, it may have been developed by a
dispersed group of developers who ultimately gave no representations asto ownership
and non-infringement of thefinished product. The open source “ community”
development mode involves potentialy large numbers of developers who are subject to
littleif any legd oversight and who may beinvolved in ahost of projects, each governed
by adifferent and patentidly conflicting license. M oreimportartly, thetypica OSS
contributor has aday job a atechnology company and is likely to have signed abroad
employ ment agreement with his employ er vesting ownership of intellectua property
(possibly including the contributions made to the OSS project) with theemployer. Given
what is known about the “ community” development process andthe lack of warranties on
OSScode, the purchaser may have reservations about distributing such code and may
want to identify such code during the diligence process for further review.

3 See Tery J. lladi, Mass Licensing—Part 2: Open Source Software Licensing, in Practicing Law Institute
Patents, Copyrights, Trademarks, and Literary Property Course Handbook Series (PLI Order Number 5939)
a 303-4 (June 2005) (* Open source software is risky by nature sinceit is mog often created by a group or
confederation of otherwise unrd ated developers. T here isthus dways arisk that the project |eader or
mainta ner does not have dl the rights needed to distributethe software under its open source license.”);
David Gurwin & David Gould, Open Source Software Free But Not Without Cast, Pittsburgh T echnol ogy
Coundil TEQ Magazine (March 2004) (avalable a http://news.pghtech. org/teg/tegstory.cim?id=1148)
(“Withthose bendfits, however, come some significant potentid drawbacks [induding]... (2) lack of
pedigree because the code is deve oped by many users in many |ocations over time).




I1. Process Issueswith Mergers and Acquisitions Diligence

Locating Open Source Codein Inbound Transactions

Unfortunately, many companies are not aware of the patential issues and risks presented
by copyleft licenses. Past experiences and anecdotad evidence gathered from our peers a
other technology companies suggest that many small to medium sized companies are just
now begnningto institute policies and procedures to address these issues and risks.

Large amounts of OSSare fredy and widely available for download in source code form
ontheInternet and thereis nothing inherently different about theway OSSis

written. Other thanthe copyright notices and references to license terms that the original
authors may have put in the comments of OSSfiles (for instance, references to the GPL,
MPL or other copyleft licenses), it is very difficult to identify OSScodeonceit is
incorporated into alarger work. Even these copyright and license notices are not afail-
safeway to identify the presence or absence of OSS. The authors of OSS code may fail
to include copyright or license notices in their files and subsequent users may strip out
copyright or license notices that the origna author included.

Automated and Manual Code Review Process

Severd companies (including Black Duck” and Palamida’®) have made si gnificant
progress duringthe last few years creating automated tools that are capable of performing
complex searches for OSScode. These companies take advantage of the public
availability of OSS code, scouringthe Internet and crestinga“ fingerprint” database of
that code. Any code base can then be run through a sophisticated tool that searches for
matches with the OSSfingerprint database and identifies ar eas within the code base that
aresuspect. These prdiminary “hits” can then be reviewed by technical and |egd experts
to determine whether OSS code has been copied or whether other factors account for the
similarities. Asthese companies fine-tunether technology, companies using these tools
will be ableto look for fingerprint matches as small as asingde line of source code.

Although challengngto orchestrate within the frenetic pace of most software acquisition
deds, increasingy purchasers are requiring potentia targets to provide (during the
diligence process) complete copies of their produds in source code form to a desi gnated
expert of the purchaser’s choice, for the purpose of reviewing the source codeto locate
paentid OSSand other third party copyright issues. The concept of usingthird-party
experts to review and assess source code has been around for quite sometime. M any
purchasers routinely conduct apre-closingreview of thetarget’s source code to ascertain
its technicd qudity and identify patentia security vulnerabilities that may lurk withinthe
code. The OSS/copyright review might be viewed as merely an extension (into the legal
realm) of these other technicd reviews.

The concept of apurchaser (or an agent of the purchaser) conducting a source code | evel
review prior to closing rightly concerns many targets. But withprgper contractua

4 See http://www. bl ackducksoftw are.com/
5 See http://www. pal ami da.com/




pratectionsin place, targets can adequatdy pratect their interests and ensure that the
purchaser does not gain any access to the code itsdf, or confidential information relating
to the code, priorto closingthe deal. Ultimatey, these types of source codereviews are
beneficid to both parties. Pre-closing assessment of OSS, code quaity and security
issues can alow the partiesto sdtle agreater number of issues a or beforeclosing. Asa
result, theparties face less uncertainty about the fate of money tied up in holdbacks or
other mechanisms to cover contingencies that may arise after closing.

Experience suggests that usingathird-party expert or outside counsel to perform this
andysisis advisable. Purchasers and tar gets can structure the process in such away tha
thethird party effectively acts as abuffer, conductingthe review and passing on areport
to thepurchaser that includes only the identification of potential OSSor copyright issues,
as opposedto any actua code or other confidentid information rel aingto the
functionadity and operation of thetarget’s produds. This type of arrangement is likely to
be looked upon more favorably by atarget. The purchaser can aso structure theprocess
so that the expert’swork ispratected by the attorney-client privilege, but this would
likely preclude sharinga copy of the code review report withthe target.

Key Quedionsin the Acquidtion Diligence Process

Aside from these automated OSSfingerprinting technologd es, the main tool that
purchasers have at their disposd is the diligence process-- in other words, the staements,
representations and warrantiesthat apotertia target makes regarding the presence or
absence of OSSin its produds. Some additiona information on this process is set out
below, including some of the specific questions purchasers can ask of the target.

To make the most of the diligence process, purchasers need to formulate very specific
guestions and make sure that the contact(s) & apatentia target have verified the
responsestothe questions with their developers (thepeople who actualy wrotethe code)
rather than relied on generdized statements made by management. It is aso important
that purchasers begn asking these questions as early as possible, asit oftentakes timefor
atarget to properly gather the necessary information to respond.

In the end, these questions are intended to highlight adistinction between (1) mere use of
software development tools (such as compilers or automated test tools) in binary/object
form duringthe development of a product and (2) incorporation or use of OSS code,
modules, utilities or libraries within aproduct that thepotertia target ships. Thefirg
category (mere interna use of precompiled software development tools) presents very
low risks. It isthe second category of risks, relaingto incorporation or use of OSSin a
finished product, tha apurchaser would want to investigate fully before proceedingwith
the praposed acquisition. Listed below are some questions that can be used to help tesse
out this diginction. In addition, further technica research may be advisable for those not
familiar with the process of building or deveoping software, the distinction between
source and binary code, or the definitions of a“library,” “modul€’ or “ utility .”

e Quedion #1: Do any of the potential target’s products include code, modules,
utilities or libraries that are covered in whole or in part by a copyleft license (i.e,



a license that requires, as a condition of use, modification and/or distribution of
such softwar e and/or other software combined and/or distributed with such
softwar e be (a) disclosed or distributed in source code form; or (b) licensed for
the pur pose of making derivative works)?

0 What specific code, modules, utilities or libraries? (Purchasers should
obtain afileby file or module by module listing, including the name of the
specific file or module, a brief description of the functional ity provided by
that code and the name of the applicable OSSlicense.)

e Quedion #2: If yes, does the potential target distribute (i.e., ship) this product or
does it merely run internally on the target’s servers?

0 Sncewhat date has the potential target shipped this product?

0 Hasthepotential target granted rights to (a) disclose or distributeall or
part of this product in sour ce code form; or (b) make derivative works of
the product?

e Quedion #3: Do any of the products of the potential target include code, modules,
utilities or libraries that are covered in wholeor in part by any other OSSlicense
(i.e., a non-copyleft license)?

0 What specific code, modules, utilities or libraries? (Purchasers should
obtain afile by file or module by module listing, including the name of the
specific file or module, a brief description of the functional ity provided by
that code and the name of the applicable OSSlicense.)

e Quedion #4: Does the potential target have any policies in placeto ensure (1)
that OSSis not incor porated into its products without management approval, and
(2) that such incor poration is car eful ly documented? What are these policies?

Documenting the Resultsof Due Diligence

Experience suggests that the most useful way to arrange the datathat come back from the
target isto creste atablethat lists dl of thetarget’s mgor products or SKU’s and then
listspotertiad open sourceissues. It isimportant that purchasers record details such as
how many lines of code are involved, what specific license governs the code, how it is
incorporated or linked, and what functionality that codeprovides. It isaso important to
oet asense of whether the OSS codeis “ core’ or “ ancillary.” 1f OSScodeis found in the
corefunctionality, it may be of great concern, whereas OSS code outside the core may be
more easily removed and replaced. As the paties move forward with thepotertid ded, it
will be helpful to have dl of this information readily availablein chart or “punch list”
form so that they can determine appraopriate Srateges for resolving these issues and
check off theissues as they are resolved.

Thel mpact of the Target’ sUse of Copyl eft Code

Oncethe purchaser has identified the presence of copyleft codein atarget’s shipped
product (or aproduct that thepurchaser is planning to ship pos acquisition), the
purchaser must undertake acomplex anadysis to find out the implications of the inclusion
of that copyleft codein the patentia target’s code. As ageneral matter, if thetarget has
included copyleft codein one of itsproducts it has likely put itself in the position where it
is required to either (1) comply withthe terms of the copyleft license at issue or (2) bea
copy right infringer for using the code without complyingwith the copyleft license



conditions. However, thereis much debate about what happens when adeveloper takes
copy left code, combines it with his proprietary code and distributes the resulting lar ger
work, and it is worth eaborating on this point.

When these issues first surfaced and became atopic of discussion amongthe broader

legd community, some commentators suggested that including copyleft codein one's
work resulted in the GPL code “tainting’ the other code, by the mere act of combining
theworks and then digributingthem. Thefact that many pegplereferred to copyleft
licenses as “vird” did much to build up the belief that if a code base had ten lines of GPL
codein it, it meant the owner could be for ced to release the source code and provide
intellectua property licensesto the entirework. M orerecently, alarger group of
commentators (including representatives of the Free Software Foundatione) responded,
suggesting that this proposed outcome could not possibly bethe correct result under
intellectua property law.” These commentators suggested that thetypica copyleft
license is merely aconditiond licensethat grants rights to incorporate and redistributethe
covered work, but only if the licensee abides by certain conditions (e.g., provide source
code and grant intellectud property licenses tothe larger work). These commentators
suggest that if adeveloper takes copyleft code, incorporatesit into hiswork and then fails
to abide by the conditions, then the developer has merdly failed to get alicenseto the
copy left work and is therefore an infringer. Put another way, these commentators argue
that the mere inclusion of some copyleft code does not somehow mag cally create a
contractua covenant on the part of the developer to release source code and provide
intellectud property licenses. As an example, these commentators point out that the most
prevaent copy left license, the GPL, is not acontract that crestes binding obligations to

® 3¢ Bradley Kuhn and Danid Ravicher, Detailed Sudy and Analysis of theGPL and LGPL (January
2004) (available from the Free Software Foundation)
Section 5 [of the GPL] brings usto perhgps the most fundamenta misconception and common
confusion about [the] GPL. Because of the prevdence of proprietary software, most users,
programmers and lawy ers dike tend to be more familiar with EULA’ s [End User License
Agreements]. EULA's are believed by ther authors to be contracts, requiring forma agreement
between the licensee and the software distributor to be vaid. This ledto mechanisms like* shrink
wrgp” and “ dick wrap” as mechanisms to perform acceptance ceremonies with EULA’s.
The GPL does nat need contract law to“ transfer rights.” No rights are transferred between parties.
By contrast, the GPL isa permission slip to undertake activities that would otherwise [have] been
prohibited by copyright law. Assuch, it needs no acceptance ceremony; the licenseeis not even
required to accept the license

7 See Jason B. Wacha, Taki ng the Case: Isthe GPL Enfarceable, Santa Clara Computer and High
Technology Law Journd (January 2005) (discussion of the contract vs. license debate); Phil Albert, GPL.:
Viral Infection or Just Your Imagination, TechNewsW orld Commentary (July 22, 2004)) (‘ Cortrary to
what some operatives might want usto think, the GPL and other open-source licenses do not have some
specid magic festure that dlows them toinfect other software They have license limitationsthat gpply to
deivative works, just like any other copyright license.”); Paul Arne, Open Source Software Licenses:
Perspectives of the End User and the Software Deve oper, (avalable &
http://www.mmmlaw.com/atides/atide 238.pdf) (“ T he limitations stated in the open source license
agreement are enforceeble against a user, even when the user doesn’t agree to the terms or manifest any
intention to be bound, because the rights enforced are copyrights, not contract rights.... Any use of the
software beyond the limits or without complying with the conditions set forth in the license exceeds the
scope of the licenses granted and is therefore copyright infringement.”).



act acertain way (e.g., to provide source code and grant intellectua property licenses) but
rather aunilateral grant of permission to use the GPL licensed code provided that you
aso provide source code and intellectua property licenses to the larger work that you
create. Thereis still some debate around this issue and there are not yet any court
decisions dealingwith these aspects of the intersection of licensing and copyright law.

In many of the instances where purchasers find copy left code in theproducts of patentia
targets, the target will be unaware of the OSS code and will likely not have made any
attemptsto comply with the copyleft license conditions. Thetarget accordingy may
have been accruingliability as an unlicensed infringer. In other situations, thetarget may
be generally aware of the presence of the copyleft code but not aware of the implications
of incorporatingthat codeinto itsproduct. M any engneers and managers, and even a
handful of lawyers, bdievetha OSSis sy nonymous with“public doman” and
accordingly believethey can usethe OSS codein their products without making any
changes to their licensing modd and business plan. In these cases the purchaser will
want to consider the implications of thetarget’s unlicensed use of the copyleft code as
well as if and how the parties can “ remediate’ by havingthetarget removethe copyleft
code prior to closing.

Theremay be someinstances wherethetarget has knowindy included copyleft code as a
separate module or component, in such amanner as to attempt to avoid having to comply
with the onerous reciprocd licensing provisions in acopy left license. In these cases a
purchaser needs to determine whether the target’ s architectural decisions havein fact
successfully avoided the reach of the copyleft license and if not whether the parties can
“remediate’ the code by havingthetarget redesign or remov e the copyleft codeprior to
closing.

Inyet anather scenario, the target may have knowindy incorporated copyleft codeinto its
product and then released the entire product under the terms of the copy left license.
These actions may cause the purchaser to reassess the value of theintelectua property in
thetarget asset, since dthough the target may be ableto remediate and removethe
origina copyleft OSS it might not be ableto “ undo” the grant of abroad licenseto a |
recipients of the code.

Remediation of OSS Code

If the due diligenceinquiry reveds the presence of unwanted copy left OSS (or other third
party copyrighted code), then the purchaser will need to consider whether the code can be
extracted and replaced and whether that should be done prior to closing.

There are anumber of reasons that remediation is best done prior to closing. First, the
target is often motivated during this stage to cure any perceived problemsin an effort to
bringtheded to aclose. Second, thetarget’s employees are likely best qudified to
oversee and perform (at least parts of) the remediation and, depending on the structure of
theded, you may not have access to al of these employees after closing. Third, putting
remedi ation off until pos closingmay result in afalureto fully appreciate how time-
consuming and complex the remediation will be. In the pressureto get the deal done, the



purchaser and thetarget may not havetimeto fully gpreciate the work required to
complete the remediation (including things such as testing). Finally, if the purchaser
plans to continue shipping the target’ s products ypon closing, it will face legal liability if
it does not elther remediate or cure the license noncompliance.

How to Remediate

Thereis no singeway to goproach remediation, but there are a number of steps tha
purchasers should consider. First, they will want to confirm their OSSdiligence findings
with thetarget by explainingto thetarget that they believe certain named files include
code governed by certain OSSlicenses. If thetarget does not provide additiona
information that “ explains away” certain OSS issues (for instance atarget might show
that it has entered into a“proprietary” license with the copyright owner of otherwise OSS
code), you will need to consult with thetarget and explore the feasibility of removingthe
OSScode. With unexceptiona software components, such as compression functionality,
the purchaser’s engneers may well be ableto estimate the amount of resources that
would be needed to replace the component, but in many ingances, only thetarget’s
engineers will havetheintricate knowledge of the product needed to make such estimates.

The remediation process should follow industry standard “indgpendent development”
quiddines (sometimes referred to as “ clean room” development) to ensure that the
rewritten functionality does nat in fact borrow pratectable expression from the OSSfiles
that arebeingreplaced. At ahigh leve, this requirement means that the target engineers
who rewrite the functionaity should not have had * access” to the OSS source code (by
access, we mean that the engineers have not maintained, reviewed or otherwise become
familiar with the OSS source code). This ensures that the rewritten functiondlity is
“clean” and not encumbered or restricted by any license terms (such as the OSSlicense
that gplied to the original code). Those engneers with * access” to the OSS component
or code may “ spec out” the functiondity, meaningthey may prepare agecification that
explainsto the*® clean” engineers what the resulting clean code must do. This
specification may bereviewed by counsd or an appropriate expert to ensurethat it
includes only adescription of the functiondity and not pratectable expression (such as
actual source code). When the*“ clean” developers receive the specification, they should
write the replacement code without referenceto the origind O SS code, and without
discussing their work with the gpecification writers.

Clogng Condtionsand Verification of dogng Condtions

Just like any ather work or activity tha thepurchaser insists be completed prior to
closing, remediation work should be covered by appraopriate closing conditions in the
relevant acquisition agreement. The parties should consider includingwithin the closing
conditions some objective criteriafor determining whether the remediation was properly
done. These might include both legd criteria (for instance, the purchaser or purchaser’s
expert re-scanningthe code using O SSdiligencetools) and technica criteria (successful
passage of certain test harnesses to ensure the remediated product works properly).






